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Abstract

One of the well-kept political secrets in the
few months between the peaceful revolution
in the GDR and the reunification of the two
German states was the use of GDR
cryptological equipment to secure
communications between the western FRG
and the eastern GDR. The T-310 cipher
device, which was approved for state secrets,
was selected for secure transmission on
teletype links.

During this transitional period the interior
ministries of the two German states had to
coordinate their interaction. The use of the
GDR's T-310 cipher machine for the secure
message connection of the teletype networks
between the two interior ministries was
prepared and carried out by intelligence units
of the two German states. The secured
connections were operated by the cipher
services, which worked in the top-secret
facilities of the two government bunkers.

As part of the politically necessary
cooperation, the best-kept secrets of the
GDR's state cryptology were handed over to

the former “class enemy” along with
information about the T-310 cipher
algorithm.

The following statements are largely based
on interviews with people acting at the time.
Some of this information is summarized and
published here for the first time.

1 About the Cipher T-310

The T-310 device was the most widely used
teletype cipher in the German Democratic
Republic (GDR).

The cipher T-310 was developed by the
Central Cipher Authority ("Zentrales
Chiffrierorgan”, ZCO) of the GDR in the 1970s.
It was used in the cipher procedures ARGON

with the cipher machine T-310/50 and SAGA
with the cipher machine T-310/51. The ARGON
was approved for encryption of teletype
communication up to Security Level Secret
(“Geheime Verschlusssache”). From 1983 to
1990 there were as many as 3.835 cipher
machines T-310/50 in active service by the GDR
government, army, security services and political
organizations. However, since it was never used
within the communication of the various member
states of the Warsaw Treaty Organization, it was
not a product of the Cold War.

The high number of almost 3.900 devices
corresponded to the security needs of the GDR.
At the border-line between NATO and the
Warsaw Treaty, it was a matter of protection
against telecommunications reconnaissance by
the German Federal Republic (FRG), the USA,
and other countries. Telecommunications
reconnaissance against the GDR is documented
in the literature (Muller 2017).

In 1990 employees who had previously been
trained to protect highly classified information, i.
e. state secrets by encryption, were ordered to
hand over this information to representatives of
the FRG.

This initial situation was aptly summarized by
Dr. Otto Leiberich (2001): “Only superficially
are codemakers fighting codebreakers. In reality,
a scientific war is taking place between the
states.”

2 First Business Trip to the Class
Enemy in June

Let us start with the description of a business trip
of three employees of the GDR Ministry of the
Interior. Participants were VP-Rat Dr. Klaus



Dieter Nickel', one of the developers of the T-
310 and at that time employee of the ZCO of the
Ministry of the Interior (Mdl) and VP-Oberrat
Hans Schmohl?, head of department 6 of the
SFDR (Special Telecommunications Service of
the Government at the Administration of
Intelligence of the GDR Mdl), as well as another
employee, VP-Obermeister G. He does not want,
that real name is mentioned. Both the SFDR and
the ZCO were formerly departments of the
Ministry for State Security (MfS), which had
already been incorporated into the GDR Mdl in
January 1990.

According to his handwritten notes from that
time, Dr. Nickel and a driver started from the
premises of the ZCO in Dahlwitz-Hoppegarten
near Berlin at 8:30 a.m. on June 26, 1990, in a
Barkas comparable to a VW bus. In addition to
appropriate documents, two T-310 ciphering
devices and two electronic teletypewriters
(eFSM) were in his luggage.

At the border, the two SFDR employees
joined the transport. From the
Helmstedt/Marienborn border control facility,
the Federal Border Guard (BGS) took over the
transport and security of the technology to its
destination.

On June 27 the official welcome took place at
the Swisttal-Heimerzheim BGS site. Director
Idolski, the commanding officer, expressed the
interest of the BGS in the personal skills and
technical facilities of the Mdl, i.e. the former
MfS, which he supposed to be highly valuable.
At the same time, however, he emphasized the
need for official restraint especially until the
FRG elections in December due to political
reasons.

! After unification, Dr. K.-D. Nickel co-founded
Datasec Electronic GmbH in 1991. He worked in this
company for many years as a marketing and sales
representative.

2 Since 1991, Mr. Schmohl had been working as the
managing director of a craftsmen's GmbH for
communications equipment. Afterwards, until his
retirement, he was responsible for the technical
service in three of the new federal states in the
company “Primacom*, a Germany-wide cable
television company.

In the governmental bunker Marienthal/
Ahrweiler of the Federal Republic the GDR
specialists installed the T-310 devices with the
serial numbers 281/86 and 001/86. These were
activated on the same day, on 27 June 1990, by
reading the short-time key (punch card). On June
28, in the morning the set-up work was
completed.

At the same time, the basic mode of operation
was agreed with the head of the BGS unit PII14.
It was decided that until the leased line was put
into operation, the connection would operate via
the radio link. No transmission traffic for
subordinate offices was to be carried out yet.
After a briefing of the operating personnel, the
associated documents, the operating instructions,
a user manual for the associated ARGON
procedure and short-time key means (6 booklets
with 14 punch cards each) were handed over. On
28 or 29 June, the leased line was already
switched on.
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Figure 1: Accompanying card.

Fig. 1 shows an original accompanying card
for the key material handed over. As a note, the
use for the ’connection with the Federal Ministry
of the Interior Bonn“ is listed.

Fig. 2 shows the shrink-wrapped punch cards
with the secret short-time keys, just as they were
handed over in Marienthal. The short-time keys
were changed weekly.

The area where the two T-310s were set up in
Marienthal can be located by the following
source (Diester 2013): ”Building 4, the secret



communication area of the Federal Border Guard
is located in the immediate vicinity (of the
shelters) of the Chancellery and the Federal
Ministry of the Interior. This 200-meter-long
side tunnel was always a restricted area within
the restricted area, for which more protection
against unauthorized entry applied even during
the construction period than elsewhere.” The
ciphering equipment was also housed there.
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Figure 2: Shrink-wrapped punch cards.

The teletype connection to the remote station
in the GDR was to be realized via two different
channels, via a leased line and a radio link.

3 The GDR Remote Station

The counterpart in the GDR was located in a
bunker in Prenden in the north of Berlin. Object
5001 was officially the ”main command post of
the party and state leadership”. After the fall of

the Berlin Wall, it became known as the

”Honecker Bunker.

At that time, it was probably the “most
technically complex protective structure in the
Warsaw Treaty outside the Soviet Union*. Today
this bunker is one of the lost places. There are
efforts to prepare it as a museum similar to the

government  bunker in  Marienthal  (s.
https://www.bunker5001.com requested 2022-
03-30).

The operation of the equipment in the bunker
was the responsibility of Mr. Schmohl's
communication unit at that time.

The photo in Fig. 3 is from the bunker's cipher
room. A total of six T-310 devices can be seen,
with two devices on top of each other. The two
cipher machines on the left were set up for the
secure connection to Marienthal. They bear the
inscription ”Bonn”.

Figure 3: Six devices T-310 in the shelter Prenden.

4 Why the T-310 Device Was Used

So far, it is not known which levels of
command in the East and West were involved in
the preparation of the deployment of the T-310
cipher machine and in what form.

As already noted at the outset, a special
problem had to be solved at the present time.
During this transitional period, when the borders
were already open, secure communications had
to be established between state agencies in the
still existing GDR and the FRG, for example for


https://www.bunker5001.com/

police tasks. According to the valid regulations
of the FRG, the communication could not be
secured with NATO procedures, because the
GDR was still a member of the Warsaw Treaty.
NATO technology was not allowed to be used in
such countries. As already explained in section 1,
the T-310 was not a cipher device used in the
Warsaw Treaty member states. It was used
exclusively in the GDR. This was probably one
of the arguments in favor of using the T-310.

The secret communication centers of the two
governmental bunkers offered themselves as
connection nodes, because from here almost
every place in East and West could be reached
with a secured connection.

More than 800 to 900 telexes passed daily
between the two bunkers via the 50 baud line.
Primarily the flow went from west to east,
sometimes with several distributors. There was a
break in transmission between about 12 a.m. and
about 5 a.m.

Around mid-August, the teletype leased line
connection, which had been used intensively
until then, was switched off and a direct
connection to the GDR Ministry of the Interior
was established. Then the NATO ciphering
device Elcrotel 4 was used. The new political
situation apparently permitted this.

The direct shortwave radio connection, which
still existed in parallel, continued to exist after
3 October 1990, the day of reunification. The last
change of the secret short-time key on the Ahrtal
- Prenden line took place on 28 May 1991. The
line thus existed for another eight months after
reunification. Until that time, the cipher
connection was kept operational, but was
probably hardly used. With the shutdown of the
connection, this last use of the T-310 also ended.

5 Second Business Trip to Bonn in
July

Naturally, responsible authorities in the FRG
wanted to know how secure the devices and the
associated ciphering procedures worked. On July
9 and 10, 1990, i.e., two weeks after installation

and commissioning of the T-310 ciphering
devices in the Marienthal bunker, two ZCO
employees, VP-Rat W. Killmann and VP-Rat
W.Stephan®, met with leading representatives of
the Central Office for Information Security (ZSI)
in Bonn. Both staff members were substantially
involved in the development and analysis of the
T-310. Their mission was to inform ZSI staff
about characteristics of the T-310 and the
associated ARGON cipher process. They were
not aware that two T-310s had already been
installed in the Ahrtal bunker.

The corresponding business trip order is shown
in Fig. 4.
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Figure 4: Business trip order.

The meeting in the rooms of the FRG Ministry
of the Interior in Graurheindorfer StraRe was
attended by Dr. Otto Leiberich, the head of ZSI
and later founding president of the Federal
Office for Information Security (BSI) and his
successor in this function Michael Hange, Dr.
Ansgar Heuser and Dr. Ernst Otto Liebetrau.

% Since the end of the GDR, Wolfgang Killmann and Winfried
Stephan worked for SIT GmbH, which later became a
subsidiary of Rohde & Schwarz. In 1995, they both moved to
T-Systems ITC Security. Mr. Killmann was head of the
Common Criteria test center for many years. Mr. Stephan
worked there in the area of automotive security as a team leader
and senior consultant.



Overall, the presented concept of the ARGON
cipher process was convincing. The cryptological
analysis was impressive in its complexity and the
results achieved. Likewise, the applied analysis
methods met with great interest.

The methods presented were based on
systematic mathematical-cryptological training
by renowned professors from Soviet universities
(nonetheless high-ranking KGB officers). For at
least ten years, they conducted two one-week
seminar cycles annually in  Dahlwitz-
Hoppegarten for the ZCO specialists.

The ZSI employees quickly got an impression
of the efficiency of the GDR cryptologists. Thus,
Killmann and Stephan informed that ten

employees, trained mathematicians, were
involved in the analysis over the years.
The presented contents were strongly

algebraic-algorithmic oriented. On this basis, the
GDR cryptologists developed the theoretical
basis for the design and analysis of the T-310
algorithm, more precisely for the cipher
algorithm class ALPHA, from which a specific
algorithm was selected in each case.

”From the questions and responses of ZSI
staff, it was clear that the use of the procedure
had been identified by FRG radio
reconnaissance, but no information beyond that
was available at ZSI” (Killmann and Stephan
2021 Attachment C). The cryptoalgorithm
seemed to be unknown until that time.

Overall, the meeting in Bonn proceeded in an
increasingly relaxed atmosphere. A common
language was quickly found. This was
unanimously emphasized by the participants
(Leiberich 2001 and Schmeh 2007). Although
former opponents were sitting opposite each
other.

Dr. Leiberich, who later became BSI
president, held the quality of the ZCO's
cryptologists in very high esteem and wanted to
secure their know-how for the establishment of
his new federal office.

As can be read in Rosenbach (2010),
Dr. Leiberich was looking for ways to retain
cryptological personnel and keep them out of the
free market. He would have preferred to employ
them in the BSI, which was in the process of
being founded. State Secretary Neusel rejected
this idea.

During the talks, the possibility of a visit by
Dr. Leiberich to the ZCO in Dahlwitz-
Hoppegarten was discussed. This business trip
actually took place on July 24, 1990. Details
about the meeting are not known.
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Figure 5: The T-310 cipher unit (opened),
consisting of a control panel (top), basic unit and
power supply.

In Schmeh (2007) ”Die Erben der Enigma“
also Dr. Ansgar Heuser is quoted: ”Rarely does a
crypto system developer have the opportunity to
know if their ideas have really held up. This was
one of those rare cases.” Regarding our methods,
he valuated:”For example, to assess the security



of encryption schemes, ZCO cryptologists used
group-theoretic approaches that we in the West
were unfamiliar with. That's where the Soviet
school obviously made itself felt.”

The properties of the ciphering method or the
ciphering device and the ciphering algorithm
class ALPHA presented at that time are detailed
described in the literature (Killmann and Stephan
2021). Alternatively, the historical source is also
interesting (Referat 11, 1980). The first
publication on the subject outside ZCO is by
Schmeh (2006).

A simple functional model of the T-310/50
can be  found at  CrypTool 2.1
(https://www.cryptool.org/de/ requested 2022-
03-24). Ciphering devices used in the GDR are
on display in an army museum in Harnekop near
Berlin  (https://www.nva-harnekop.de/chiffrier-
technik.html requested 2022-03-24). Among
them are several functioning T-310 devices.

It is not the aim of the article to explain in
detail the device and its properties. In the
following, a special feature is presented, the
function of the long-term key, which became
interesting for the application on the line BMI -
Mdl. It was also a topic in the discussions in
Bonn.

6 The Function of the Long-Term Key

The hardware realization of the algorithm had a
special feature. Part of the logic was outsourced
to a very simple printed circuit board that
contained no components but only wiring, the so-
called long-term key (LZS). By changing the
wirings, on the one hand a whole family of
different expressions of the same cryptosystem
was created, on the other hand certain
cryptological properties had to be proved for
each LZS, i.e. for each wiring.

Fig. 6 represents the circuit board, which
realized a part of the Complication Unit (see Fig.
7). On the left side you can see the special board
with the LZS. As it can be seen, the LZS can be
changed very quickly by changing the board. In
this way, secured teletype networks could be

separated. This option was used, for example, for
the four T-310s in the bunkers. They had their
own LZS. The LZS 31 came into use. The
mathematical-cryptological properties of the
algorithm with this LZS and the protocol of its
testing were submitted to ZSI in a letter dated
July 19, 1990 (ZCO 1990).
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Figure 6: The circuit boards.

Thus, the devices were cryptologically
separated from all other T-310s in service. Due
to this measure, it was also not possible to
decrypt active secured connections in the GDR
with the help of the devices.

This design idea had several advantages:

e If the wiring is unknown, then the
internal processing of the secret short-
time keys (ZS) is unknown and it must
be reconstructed. Therefore, the LZS
circuit boards were manufactured
completely independently from the
production sites of the T-310 devices and
later inserted into the devices in specially
secured environments. This simplified
secrecy  during  production  and
installation. If an LZS  was
compromised, it could be replaced with a
new one relatively easily. During
production, a test LZS was used that did
not meet cryptological requirements and
thus served as a means of concealment.

e The decision for a specific LZS had to be
made only shortly before the delivery of
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the devices. Thus, their production was
still  possible until shortly before
delivery. The use of LZS created about
five years of additional time for
analytical work.

e An operationally deployed LZS had to
meet criteria specified in an LZS
technology (Referat 11 1980).

e The LZS serves to create a cryptological
reserve. If, during the control analyses
carried out up to 1989, vulnerabilities
had been found concerning an LZS,
there should still be those without these
cryptological vulnerabilities to be found
in the set of LZSs.

The last thought clearly states that the
cryptological analysis of the T-310 was not
completed. An analysis of ciphering procedures
must be carried out over the entire period of use,
as potential weaknesses could be found as a
result of newer theoretical findings but also the
use of more powerful IT etc. The analysis must
be carried out on a regular basis. On this basis, it
is always necessary to assess how long the
procedure can still be used securely in practice
and how long the information encrypted with it
will remain secure.

Following this reasoning, Courtois' recent
publications are of interest. As an example
consider (Courtois, 2018). He studies the
algorithm using new methods. In his work, he
constructs his own LZS that have certain
invariance properties and are in some sense
singular. The LZS constructed in this way do not
meet the criteria of LZS technology. They would
thus be explicitly excluded from use (Killmann
2022).

7 The Encryption Machine

The high-level overview shows the division of
the Chiffrator into function blocks.

The concept of LZS gave rise to a whole
family of stream cipher algorithms of various
specifications, the ALPHA class of algorithms.

The common basis for their description is an
automaton with 23° states, which gets the short-
term key and a 61 bit initialization vector as
input. It derives the s-sequence from the key and
the f-sequence from the initialization vector
controlling the state transition in the
Complication Unit. The Complication Unit
output a single bit of the a-sequence for the
Encryption Unit after every 127 clocks
(figure 7). The period length of the a-sequence is
as multiple of 261 — 1 very large. Each segment
of 13 bits of the a-sequence selects the
substitution applied to the plaintext respective
ciphertext character.
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Figure 7: Chiffrator, high-level overview.

More details can be found in section 9. For the
technical realization of the machine, proven
components from GDR production had to be
used, with which the usual teletype transmission
rates of 50 to 100 baud could be achieved
without any problems.

Each short-time key generated eight
transformations of the states in each internal
clock, one of which was selected by a control
stream of bit triples and used for the next state
transition.

We now focus on the description of two
important properties of the algorithm that were
new to the colleagues from ZSI.

8 Keyspace

The space of the secret short-time key caused
astonishment at that time. In 1990, a keyspace of
280 was discussed for public cryptography,



because a keyspace of 256 as with DES was
foreseeably no longer sufficient against brute
force attacks. However, in government
cryptography larger keyspaces were used already
at that time.

The secret short-time key in the T-310 device,
consisting of two binary vectors each with a
length of 120 bits, results in a key pool of 223°
short-time  keys, taking into account the
integrated parity bits.

During the design phase of development
around 1980, the following considerations were
made in this regard:

1. A brute force attack is basically impossible
with the intended quantity, even with the means
available today.

2. If there are any hidden weaknesses in the
algorithm that allow the keyspace to be sampled,
then this reduced short-time key set should be
smaller than about 28°. This would mean that a
very large number of keys, on average about
2150 each, would produce the same control a-
sequences  for  encryption. The ZCO
cryptographers were optimistic that such a
vulnerability was detectable in the analysis and
avoidable by choosing the LZS appropriately.

3. The selected key length was also technically
suitable, because the 240 bits fit exactly on a
punch card. This meant that the available
technical possibilities were used effectively

(Fig. 8).
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Fig 8: short-time key punch card.

9 Encryption Unit

Symmetric encryption is implemented in the
encryption unit (Fig. 9). The selection of the

cipher transformation is controlled by the a-
sequence, which is calculated beforehand in the
complication unit (Fig. 7).
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Figure 9: Encryption Unit.

The a-sequence then controls the selection of
the substitution for the cipher. This approach is
unusual; usually an XOR operation is used for
stream ciphers.

To encrypt a given letter of plaintext we have
32x31=992 possibilities for substitution.

In practice for attackers it has the following
impact:

e A ciphertext only attack needs three
ciphertexts encrypted using the same a-
sequence.

e A known plaintext attack requires two
text pairs in order to determine parts of
the a-sequence and to obtain information
about the keys used.

o If the ciphertext character is zero then
the plaintext character is equal to the five
bits of the a-sequence used for the XOR
(Figure 9). This happens with probability
1/32 per character.

The probability that these situations occur in
practice is very low. Thus, the possibility to get
sufficient bits of the a-sequence for
reconstruction of the short-term key via this way
is practically almost excluded.

In general, it could be estimated during the
consultation at ZSI that no methods are known
that would allow a decrypter to reconstruct the
secret short-time key even if, according to



Kerckhoffs' principle, all information about the
cipher algorithm or method including the LZS
and any number of texts are known to him.

This assessment seems to be correct even from
today's point of view.

10 Further Use of the T-310 Device for
the Two Ministries for Defense

Another use of the T-310 unit was to secure
communications between the Ministry for
Disarmament and Defense of the GDR (MfAV)
in Strausberg and the Federal Ministry of
Defense (BMVg) in Bonn. The connection
existed from 6 September to 6 October 1990
(http://www.hptnzmfnv.homepage.t-online.de

/bonn.htm requested 2022-03-24). According to the
source mentioned, only one T-310 unit was
installed on September 6th. Rheinbach near
Bonn's Hardthéhe, the headquarters of the
BMVyg, is mentioned as the place of installation.

11 Third Business Trip to Bonn in
August

A presumably last mission on questions of the
use of the T-310 took place on 16 and 17 August
1990.

Participants were Dr. Nickel and Mr.
Wiemann from the ZCO, Mr. Peters, Mr.
Ahlbrecht, Mr. Neles and Mr. Miller from the
ZSI1 and temporarily Mr. Weber from the BMI,
division Dr. Werthebach.

The report on the business trip shows that
further technology and documentation was
handed over. The ZSI employees were instructed
in the operation of this technology. In an
additionally handed over overview document
”Compilation of information on the T-310/50
equipment system and its use®, statements on
tempest  safety, operational service and
maintenance can be found in addition to
technical details on the equipment and the
coupling options to the periphery (Drobick
2020).

There is much to suggest that at this time
preparations were still being made for a longer
deployment of the T-310 in the transition phase.

However, rapid political developments quickly
rendered these activities obsolete.

12 Historical Annotation

We recall the political events at that time:

e January 1990, the ZCO is detached from
the Office for National Security (AfNS)
and attached to the Mdl

e March 1990, last VVolkskammer election
on March 18, dissolution of the AfNS

e July 1990, coming into effect of the
monetary, economic and social union
between the FRG and the GDR on 1 July

e August 1990, in Berlin's Kronprinzen-
palais, Federal Minister of the Interior
Schéuble and GDR undersecretary
Krause sign the German-German
Unification Treaty on August 31

e September 1990, approval by the GDR
Volkskammer and the  Deutsche
Bundestag of the Unification Treaty on
September 20

e September 1990, the GDR withdraws
from the Warsaw Treaty on September
24

e October 1990, reunification of FRG and
GDR on October 3

The very rapid political development towards
reunification meant that the framework
conditions for establishing a secure link between
the two ministries of the interior were also
constantly changing.

Ultimately, with the signing of the Unification
Treaty in August, it was clear that long-term use
of the T-310 would no longer be necessary. This
may also explain why the cipher link between the



two government bunkers was discontinued at the
end of August.

The ZCO remained in existence after 3
October 1990, with a significantly reduced staff
and the addition of "i. L." until December 31,
1990, in order to carry out the specified tasks for
liquidation. Among other things, the staff
dismantled a large number of T-310s and
prepared them for destruction. In that sense, we
have come full circle: developers of the T-310
ultimately destroyed it as well.

In accordance with the Unification Treaty, the
ZCO was dissolved and its documents and
equipment were handed over to the authorities of
the FRG. The equipment was almost all
destroyed and the documents became part of the
holdings of the Stasi Records Agency (BStU).

At the beginning of 1991, ZSI became the new
Federal Office for Information Security (BSI).

The role of the T-310 in the reunification
process is thus described. And those involved in
the process would certainly agree with Brihl
(2019) from their own experience:

Cryptography is the most political form of
mathematics
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